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People Development:
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Executive Banking

Virtual Forum

QrFiReeye | N TB-CERT

Executive Banking

Virtual Forum TB-CERT 324N 1 FireEye

lumssaduuuiooulasl

With the collaboration of FireEye and TB-CERT,

we would like to invite you to join the Executive . \\':,’ TB-CERT Executive Banking Virtual
Banking Virtual Forum scheduled on 9
Washesday, Mey 20,2020, NN wednesday, May 207, 2020 Forum 1A8/1T813¥ 100910
U g
During the session, be in the know as FireEye X Y o A ©
experts will present on: ErQIKIALK FireEye Ul,ﬂ UUFAUDLNYINU
+ Ransomware trends — The evolving | Time: 915 am - 11.20 am
cybercrime trends and tactics (GMT +7 Bangkok time) Ransomware Trends (U7

* What effective cyber defenses are put in
place to keep pace with the attacker N19N1S %’Uﬁa 1ae Lesson

* How incident responders act swiftly to -

world's biggest and most sophisticated L a | ¢

breaches A& ’ | Learned
+ Lesson learnt and examples of targeted ' ‘ o £ >

threat actors who get eradicated right before  Or xittixoswmatie Vi WosiTan  Stevs Ledsian  Stoven D'sa
they achieve data theft -

Hunt or Be Hunted

Educational Seminar

TB-CERT 53411 Group-IB lumsia
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1151 Threat Hunting ¥9gi50u9z 14
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cational Seminar
<

9 a 2 1
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U

9 a 9
1%914v939U5015 taLnI5LT1D 9 TB-CERT and GroupB are hosting

a complimentary informative online seminar focused on cyber threat hunting
Industry-leading threat intefigence experts will share ther thoughts on today's
adversanes and thewr attack techniques and how to hunt them

a1 y A = 1
ginsaiana e Tasae lmaToalomu
Security Information and Event

Management (STEM) W399 U g 1o Opening words Hi-tech APAC Crime Trends
Khun Chatchawat Asawarakoaeng Shafque Dawood,

Y ' 9 _ T8- is "

ﬂu‘ﬁ?ﬁ@ﬂi@ﬂﬂ?ﬁiﬂua ir.llli'nJ"Uﬂquj'ﬁ Vice Charman of T8-CERT Commitee Head of Sakes and Business Deveiopment. Group-B

A 4 ) o 7 a ~ Hunt or Be Hunted, Digital Detection of Advanced Threats, Streamiined

ﬂlﬂﬂ?%@ﬁﬂﬂlﬁ@!ﬂ?ﬁiﬂﬁiﬂﬂﬂ@ Forensic Threat Hunting Response & Threat Hunting Demo with GroupiB TDS
Vealy Trifonov Mihat Asesv

a Jd a a a Technical Sab | . , Geow
3!ﬂ51$ﬁWﬂﬁﬂiil’W@ﬂﬂﬁiui%ﬂﬂ Deputy Head ofDigtal FomemcLab Group8  Mead of Technical Sales Support Team, APAC, Group-8



TB-CERT Annual Report 2020
Thailand Banking Sector CERT (TB-CERT) The Thai Bankers’ Association

NISIVISOUIVITUINY=NWIBIUDS
vounavynwlng

FIUNUNY TB-CERT 31121 2 1y 18

HTon1ad 150N NI IUNIT UV
@ 4 ]
nnwezmalsussvesnoaninlneg lu
% { a § <

Fun 6 daviau tie1dunsindeu
@ Al [ Y 9 [}
wnuzn1elauessaududid e sy

1 d' 9 U 1

1NNIAAIUDU 9 TAun MU 89U

AuTunved Inouazansyomim

A Y
FAIUNITU 30 NY

CTF Training

I
A15AN®U5Y CTF (Capture The Flag) 1]
nanssuMyou Toanun15UY U Cyber
&g P A
Combat FUTUNITBUTHDINN HE N
) I 1 @ A
sutudoaldlunisuvavunazdnaa
a L o Jé 1 1 Y A
WAIR UMM T NIF NGNS o
I 1A . .
@@mﬂu 2 NauAN® Basiclae Intermediate

A g = £
& Advance lWﬂLﬂuﬂ’]ilﬁiUﬂJﬂ'J'nJW'i’ﬂll

) @ " W Ao W Y A 2
ff'l“l’ii‘]_lﬂ'lﬁllcllﬁ“llullﬁz‘lflﬁ'lﬂﬂ]ufﬂliEJL!llﬂ

AnduiinyzanmsineusuuuFalia
Vv
Huazii ldsulgsumsuavutazms

o a 2
Mmauasald




TB-CERT Annual Report 2020
Thailand Banking Sector CERT (TB-CERT) The Thai Bankers’ Association

Cyber Combat
Virtual Tournament

% TB-CERT

'ﬁA~=2L“~‘-o 5/ ,

N o &

N1514 99U Cyber Combat 393U

‘o

] Y ' ]
fottoutduaien 3 mednu

VR

nagwauinyzueflfinau
o [ 4 =

dunsileeiuse laues Taedl

v

7 TB-CERT 32471 Ciscollag

Splunk Tunisavuauuszuy

&3 TB-CERY
sphunics

‘ ¥I£I cnlikl? 2020 f: Wunsudeiueoulaisiuiu 2

v Y Vo oA a
TU llﬂl!ﬂ IUN 19 d3vIAU LAY

1 % = u
MIUVITH nazinsliugaluuy

[V 9 9 '
17 fUe18U 2020 HLT15 I Y
AINIIUTIN 38 NV MINHUIBY
MANITTUIATT INTANUIAY

HUIBNUANIVUUAL LAZNAINY

sphunk>

CYSER COMBAT 2020

PAL TOURANENT




TB-CERT Annual Report 2020

Thailand Banking Sector CERT (TB-CERT) The Thai Bankers’ Association

G\ Te-ceRt S B Webinar: Moving to Digital Banking with

“Applying Artificial Intelligence for
the future of cybersecurity”

Artificial Intelligence and Machine
T e g 7 o o Learning for Financial Business

TB-CERT 59411 SAP Thailand 9@ Webinar
Wate Moving to Digital Banking with Artificial
Intelligence and Machine Learning for Financial
Business 1142001511 una TuTad Al w141
Digital Banking ’i’J‘JJ‘V;VIQMZJ 10511 AT 19
Tu Cybersecurity Tuila q TULazoUIAA 910

H 4
Wijl%fl’l%1ﬂtj1/l\1ﬂ”lﬂ SAP Thailand H1AIEINT

UHagNIANIITUINIG

v P Y o S =
MmsasAcWsIUbaeas A LIBaLUS:HIWKUIEIUELTEN
Ia:asWIASV eSO WLUAURUAMUAUTUAWaoANETBILOSMANISSUNANS

TB-CERT Annual Meeting

@ a o A A A = 9 Y a ' 1Y Y
u@ﬂ%?ﬂﬂ15%ﬂﬂ5$‘;ljllﬁﬂ1"]fﬂﬂZi%fln!,ﬂ@u Lwaﬁammazuamﬂaﬂuéumg.amumﬂuﬂigmwﬂuu,m

= o a o R & A I v o da a v ) 9

TB-CERT #msdanuilseyuaunanilsz i1l satlunanssunguauiusdadnmsaiuanuiunsilasane
s A g o 7 ) a v a Y ya
lmwes orllumsszauaueaaznamuauilsz$ilved TB-CERT matyianuimamain 1daudnlag
] 1 a oA o @ 4 a 1 @

Tomemuile a$ruasetnoszinglinnudumiunalaeasslsues tazidsuasennuiileny
wihsnuiinugua demnurazassdeuanu@estiumaluTadasaums suiasuvalszing Ine

o & A o 4 ®
TaedavulDIUN 14 $1AN 2020




TB-CERT Annual Report 2020

Thailand Banking Sector CERT (TB-CERT) The Thai Bankers’ Association

JuRswsoudedurusgumeladufinAswsulovoANaIAIUNISENSAU
powwseusuliorisAnAwTsIueS (CERT Readiness) AONIASSAYNISITU N1SadNu lia:
nasUszufi Aunisaswuaanssulku (New Hire) na:lomarivautuniAnisidu

Tech Career Coaching

1A59015 Tech Career Coaching Tu1l 2020
[ d%’ I<{ g’/ A 1 [y 1

vauuiunsan 2 Tassaunvdioynains
yorrsnuneldnisiinogualuma
n39u Wil IdSugduuiueeula

[ tg o Y Y Y

Tasdanuonivanlunsliaiiuiaiu
walulagarsawnda nmsiauluaie

=) v a =S
01¥nAINa1 lasmwiz lun1an1sau on

Qe

=

winelWoennsnmanmstuldnlenald
Y

PYARIUITITN NISHNIY A

e

= Y <3| Y —1
NUMIANYIAIY ITuaziun1saiig ez
(] U U 4 N L
1A301858119F1BYAAINTVDIBIANT NN Py Wb V. -
a 9 19 Y 1 -~ n "9 - c‘\f-n
M3sRulumsasayaains luda IT Wng TWWLZ : i 3
‘ ine
AN TIEUTINAU HIUNTEIUT LAE NS Virtoal Meeting | Open Chat
o J a 1
198115081910 09ANTAIANITIIURIY
4 o 1
seuuresszaguooulall uaznil 30%
Y 9 a Y 9 1 12
Yo wnnssn Idingnzuaums sy

AIATNULALANNUYDITD UMY

v y v 8 Fimcytersec Thailand “au »
VBUARYTIIIUNTUY o :

i

278 3 ¥ I‘ SR A0

\.[lj
g4 s

00¢ : “ |




TB-CERT Annual Report 2020
Thailand Banking Sector CERT (TB-CERT) The Thai Bankers’ Association

o
w
.
o
L3
o
o
o
e
o
3
.
-

Financial Cybersecurity
Boot Camp #4

1A59n15 Financial Cybersecurity

g‘/ A A o o

Boot Camp 7347 4 Uianilseeaan

d’ Q' -5 -7

oy Tomalunmswaunnye
. &

AU Cybersecurity iaz1ilunis

] A ' =

A3 oYAAINT U 11 Nl

ANuanlINuAIY Cybersecurity

v
Tunan15¥u stunsininye
9

A1unsuvavunaludiunis
9

TanAuaziosnuszuy Fiidns

o I a 4

Ysugiuuuilunvnssveou lai

o IS)

2 Ju idainsidnsanTasanis

[

91u9u 104 Ny aulnanias
= @ 2 = c’v} A
Anwiszauligaairuila 3
A A @ A 9 1
wazln 4 uagdAataeniing
NINTIUTOUFIYULIARA » AUE

QU

= 9 o =
NI3LTYUY 5UN. 911U 10 Ny

Y
NIHUA 30 AU




TB-CERT Annual Report 2020

Thailand Banking Sector CERT (TB-CERT) The Thai Bankers’ Association

Cybersecurity Proficiency Development Program

MINNAF15IIANUADINTYAAINTNIIAIU Cybersecurity YDINIANITFUIAT WUIINANTFUIATL
. d o a o
AABINIYAAINT IUATY Cybersecurity 1HUT1UIULIN $1989910M5d1529AIMABINTYAAINTA T
IT g Cybersecurity 1INFUIATANITA TB-CERT 314U 22 5UIA1T WUI1OATIAINADINITYAATINT
=1 @ d’d @ A d%l a I 9 ] ] 1 J v .
Weunund ludagiumuduaadu 12% Tagldutsnuirangvesnguilenduaiuaiy NIST Special
I o o w 1 § [ J v
Publication 800-181 (i1 7 szian uazwadisae 3 Swuusnilanudesmsuiniga laun (1) Wandu
{ o o S o { o o o
NUNINUMINAUILATODAUVUILUY Securely Provision (SP) 26% (2) WanFuanuneInumssuiiene
o § o 3 o
fNAU Protect and Defend (PR) 23% tag (3) ﬂﬂﬂﬂfuﬂuLﬁﬂ’Jﬂ“JJﬂﬁLﬂ‘lJ‘%]?qJ}ﬁWﬂﬂgWﬂ Collect and Operate
o v 2 Ao =2 Jo A 4%’ 1 ' A v &
(00) 18% muaey’  luvazidoanauuazmslaudna lsue Sdnunuiiuessaoiiios duiuni
Y =\ = 9 [ Ja aa o d' o 1% [ a 1 d'
apsmsiioondwlumsiniosioyauaz nindauainaou q dmsumamssumsdinuanlagelilo

E4
1 @ @ a v o o @ J o
LFUNU uammﬁ‘waﬂqmﬂm’%ﬂummeu“luu‘mmmaasmnﬂmswmumﬂmﬁ'm“lmmi 17]1/]1611%}

Q

9~ P A wa Y a A v o & ]
Qliﬂuﬁﬂu15ﬂ!ﬂl"l1§]tlﬁ$ﬂ;]llﬁ\ﬂublﬂi]i\WHiJWﬂ1ﬂﬂ1ﬂﬂ15ﬁu1ﬂ15ﬂ'ﬂﬂﬂ13 ANUU TB-CERT a3ty Y

Y
& A o P

anudrryndiumsiannyaainsnemhaudazay I Igiianuianuaunsonazinnyzanm
Y o Y

FeNYAsInUEenUNs U D yariuimuIynaInTNIdIu Cybersecurity THASNINNIAZ #1150

mauldassmumeorinmuanudesmsvesaaialufigiuiazouina

113l 2020 TB-CERT TanaumudaiInsamsiowannuangasmsissuiaiu Cybersecurity 11
7 A ' o2 g Ao o o A vt A a a
pou'lai 5on11 Cyber Brain Fuilulnsamsniamvangasfoonuuuun 140msiEeumsdowdng v
a a A 4 @ d‘ =) ] 4 [ a
vaziFaliaie 14Anduinuz n1diGeuuazriulszaunisaiun nangasvzeenuuulianidn
Yy 9 @ Y . 9 = o I
TB-CERT 1@1ian1m3taz inuza1u Cybersecurity mwiza1u uaziimsianailusioynna 1nsan1s Cyber
] 4 a [ A o
Brain 9298001 landmeldn15n91anyed TB-CERT 1@z Mission Ni31 lamviua 13 Ao TB-CERT 9
I~ 1 A v [ [ o o
Hugudsiuueangu Professional 311 Cybersecurity Iaoii inilsyasdnanaoanisiamuangas

TA59M35 Cyber Brain fiaae 114

o edsuaiiwinzuazauiaIn Cybersecurity TRUAYAAINTVOIMUIBOUENITN AIUTZUL

7 o o o
E-learning Platform a1 19NIN15MNULVY Work From Home muﬁmumimTaﬂiuﬂwuu

A o o ~ v

* ioweMANgATMITEURIY Cybersecurity TRUALAAINTVDINUIBNU MUIATFIUAING
A o P ) Y = 1o a a9 o 4
e iedalddszuumaSeuimmangsfarugiunmsinmalgia miuinvzlszaumseilu
] I a
Tanurannuiluas
* WOUUZIUIAIBD1TN Cybersecurity taz I nmimsiouiamuninmuesdizenini luls

AMSVINNUDT

2 TB-CERT Annual Report 2019 %1%1 11



TB-CERT Annual Report 2020

Thailand Banking Sector CERT (TB-CERT) The Thai Bankers’ Association

Y
[

) @ ] I ]
MAVTUYDIMTHAUINNUAINITD (Proficiency) Tunszurumsizouiamnsondalfiii 4 sedu
(g1 1) Ao
= ¥ s Y A g ya D) vg 2 & & & & g
1. Knowledge Hinsdamsasisesnnnuiine linaanuianuinlegdeiduiiewnvoinis
WAUIANNTIWITD
Q A wa 1 ' 4 X a A <
2. skill vnedamshanu lWdnlgiaedsaeiiouie inannud lugadnvesesiniug
o a oA a o Y J Y
sazmsh lgiasunennushuglumslsnuesaanuj
= d o o A o [ o A Y
3. Competency ineiematszgnannuzanusnariveri lilganudiseamthuuneing’
&2 o P o Y g g Ao o
FinvzAnI01ie Soft Skill Aailuesnilszneundingy
. I o A o L4 9 9 o
4. SME (Subject Matter Expert) tlunanudniising lumsiszgna anug anuinle wagnnyelu

v
RNICATU

Competency

kill \
Knowledge \

v v
JUN 1 uaadauTUYOINIS WA IANIWAWITD (Proficiency)

y 9

MU TB-CERT "lé‘fﬁﬂmuumwmiﬁmaﬂqmmaﬂﬂ 34N13 Cybersecurity Proficiency Development
Program 9101®N®17 National Initiative for Cybersecurity Education (NICE) Framework UD3e 0111 National

g {q 9 o
Institute of Standards and Technology (NIST 800-181 Rev1) ﬁi%’aﬂuﬂiaumiwmmmmj’:uazmm T30
I g o @ =
GUE)Q‘LJﬂﬂTﬂ'i{%Hu Cybersecurity u,azLﬂuwdujgmiumﬁmwuﬂmmiwﬂyzmmwmﬂﬂty uae
v @ o o & Y A ' Y A

ﬂ'ﬂllﬁ"liJTif]"Uﬂ\iuﬂ'QTﬂiﬂ1uﬂ31ﬂﬂuﬂﬂﬂaﬂﬂﬂﬂ‘l’]"l\ill“lﬂ‘ll’f)'i‘Vlil"IL‘lJLl@]’E)Qllslu!,m’dg‘UVIUTﬂﬁu"I‘V]ﬂ"l'i
Ugiianuag 9

9
Y a A o

Q <3 o a y
NIDUNTINUAVDI NICE Framework ﬁmﬂm’f@uamﬂaQwugmmmumsmmaumumwﬁwﬁﬂam

U

9 o

o a A A v 3 o 2 = Y9 v o ¢ :
ﬁ'lJNﬂﬂ)'fJ']J‘VILﬂfJ'JﬁUENﬂU\ﬂuﬂ'ﬁ«lﬂ'ﬂiJNLlﬂQﬂﬁ@ﬂﬂﬂ‘ﬂNVl“ﬁ!ﬂJﬂ5 i’JiJi‘l\iﬂ'lﬁi‘l’i‘ll@@ﬁﬂ')"li]ﬁﬂ‘l"lﬂﬁﬁ%ﬁ'J'l\1

7 Y o Y ' Ao & o Y A < o
ENﬂﬂ’J'liJE NAHE UATANUTTINITININATUA 9 '1/]%']!1]‘14ﬂﬂﬂﬂﬂ1ﬂﬁu1ﬂ1uﬁ1ﬂﬂ1uﬂ3’luMuﬂ\ﬁ_]ﬂ'ﬂﬂﬂEJ

lawes ausdi 2 Tnseadransdivuasedlsznoun 1y NICE Framework 15¢noUA28 Category,

[l Y
Specialty Area, Work Role, KSA 11a¢ T $995118n101 118 laaul

voA a =< v v Y v A A o =
° HNINTY 1130 Category E]ﬁ‘]ﬂﬂﬂﬂﬂquﬂﬂﬂ%u\ﬂUVINﬂWHQN ) MNYINUVT1YDIFNAIY

S &

o @ J @ J Jd o @
wunsasasomalywes Tasmusatanguilanduauldnanua 71Uz daog

o518 udraunalyl



TB-CERT Annual Report 2020

Thailand Banking Sector CERT (TB-CERT) The Thai Bankers’ Association

o @ 1 1 Jd v
* ANUTINYAWIZNG %39 Specialty Area 10NN5IAULT I NVD INGUTINFU 911
) Y I3 3 ' o '
auanuiiunsasasemalasveseomiu 7 Uszion lunguilsndunuuaaziszian
wilszneudiennudingmmzmeduaig q Muanaeiuauiaazlsznnue sngu
AU 91NLONA1T National Cybersecurity Workforce Framework (NICE Framework) 3¢1)
Y i
ANUFINYPRIIEMINIMUA 33 AU FINANUTIYRWEMAAaZA UL FUTUT
v v { o A 1 ) @ J
AUAUHINNANMUSUAATO VYD IUNDINGIS ) Mg uAuTuA)aoans lmues
swdsmaion Tessznisnnudungmmgmesumsimunnug Andusinee uaz
o H Y
FIUTINANNANTAIM IR TN UANUTIT YR MAIY 9 59058071
KSA (Knowledge, Skills and Abilities)
a wa A a = Y A a oA
* ununmsU{inay 139 Work Role oF1nsdsunmnnuinnlumsidgiaavumuane
< o s = o o v A A Y o
nuanutuanlasasemalaes TeoudassieazideanuansuzdiayNineIdoeiy
Y

mshaumeldunuimiv q lugduuuvesanud i anuawnsalumsauinau

o A

{ & o 1 J o 1
llagQWU‘V‘!I&JENQ’HHUﬂ'ﬁGluU‘VIU’I‘VIUU Iﬂﬂﬂ?qﬂllﬁagﬂQﬂﬂiﬂgigu@'lLLWU\N’]H a1y
9 A a oa [ 9 X A A 9 v o 1 &
ﬂ'Jﬂﬂ15la’ﬂﬂln/l‘]J'l'Vlfniﬂa“UG]\T]u@ﬂ’l\iuﬂﬂﬁux‘lﬂﬂﬂ'lﬂﬂlﬂﬂﬂmﬂQﬂ'lm“lwu\i\ﬂuuu
* anw3 Mnuz nazanuanIse NDHeITe9 B30 KSA 111135 inBzUazANUAINITD
A o o v Ao d a oA Y A
(KSA) feguanvuzdiagyRsuiulumsdfianuamumnnminnga o

oA

AY o A A A a & Ay A o Y
® NUNAIAUHUMT 1190 Task (T) ﬂ631ﬂazLﬂﬂﬂ%mm'ﬂﬁmmmumimimﬂmuﬂ'hmu

ueazunNMsUiaau

Category

Specialty Specialty Specialty
Area Area Area

Work Work Work Work
Role Role Role Role

{ v o %
7UN 2 uaasnnuduiusveseAlseney NICE Framework

(i N https://nvipubs. nist.gov/nistpubs/Special Publications/NIST.SP.800-181.pdYf)



TB-CERT Annual Report 2020

Thailand Banking Sector CERT (TB-CERT) The Thai Bankers’ Association

0 I @ J 4 o
113131 NICE Framework 1iludununlumsesnuuunangasmsizeuoeula eiinnud e
J 1 J o a v
ﬂ??ﬂﬁ@iﬂ?im@ﬁﬂﬂﬂﬂﬁ ’s"ﬂll'lﬁ]“U'JEJEN?Iﬂisluﬂ15'J'NLLWHﬂ']iW@lu'luﬂaWﬂingﬁﬂﬁ'lllWasllf]\iﬂ'li‘v\l@\lu’l

v & @ 2 2y 2 ' Y v
Hﬂa’]ﬂi‘ﬂ’l\Tﬂ']uﬂ'J’]ﬁJiJuﬂQlﬂaﬂﬂﬂﬂTl’Nllcﬁlﬂﬂi UDNITNUAIINIINIHIUA KSA 11ag Tasks %ﬂﬂiﬁﬂﬁﬂu

9 2 9

=} 9 v d' d' d' a oA a I 1
AINITOLTYUY ﬂﬂﬂu‘ﬂﬂyguiwﬂ’JUJﬁUJWiﬂ‘VI!ﬂEJ'J"U@Qﬂ’U‘]JVI’]JWVIﬁUWVIiUﬂ15ﬂ{]’U@NWUi]ﬁ\i iWuaau
Y

' 9

o w T Y S
ﬁWﬂﬂﬂuﬂ1im§ﬂﬁJﬂ’NﬁJW%}8NL!,’d$6],13i}ﬂ’ﬂlliuﬂﬂﬂa1ﬂiﬂWuﬂ’NiJlluﬂQﬂaElﬂﬂEJVINUlGBL‘]JE]iE]EJNﬁ

U El

sz ansmw

g 8 Yo P v 3 @ <
194 NICE Framework 1a9adszianienduaiudiuanuiunitlasans (Category) ontily 7

E4
Uszian Uszneudronquiladduaudae luil

1. SECURELY PROVISION fAonguilanduanumernumsfvuauuiia

MI0ONLU LAz MIIATT1IWaINTZUUANNTUAIasasema Tu Tad

Securely MTAUNA
Provision

. OPERATE AND MAINTAIN fonguilanduanudiumsuimsians

\S)

FEUU MIgUaszuy tazmhsnszuuma Tu Tagensaumaive 19

Operate and

o < 1A a a = 1Y
Maintas myhawilulledsdidsz@ninmuaziinnuilaoans

. PROTECT AND DEFEND fonguilssfunumeosumsiosiuazfuile

(o8]

Aumgmssinonnaumalswes id wansznudetoyauaysyuu
Protect and -
Defend ma lu lagasaume

v Jd v a J
. ANALYZE ﬁaﬂquﬂm%mmﬁmmﬁ:u AUATIEU ATIVADU LIS

@

a A a dy 4 o 1% o
ﬂszmuwam'zwumﬂﬂmumﬂmaﬂﬂﬁmmmuumﬂaeﬂmmn"lcmuai
Analyse

. COLLECT AND OPERATE fanguilanduaniumumsimiizimaiau

a

A a a3 v A A v s A g
Vlwﬂﬂﬂﬁ Lmzfﬂ'i!,ﬂ‘]JS’J‘]J’i’JiJ‘UE)yjﬁ‘V]LﬂEJ’Jﬂ‘]_lﬂﬂﬂﬂﬂNJ‘I/lNulG]ﬂ‘]J’t’Jil,Wﬂlﬂu

Collect and & o o » )
Operate magaﬁmmﬂumswwmﬁzw Threat Intelligent

0

6. INVESTIGATE fonguilafdunudumsasiadoumignsaina

o s { A o
Haeasems lavesvioorsanssuiinerdosiudoyaszvumalulad

Investigate ATAUNA
7. OVERSEE AND GOVERN fonguilanduanudiumsuims mua
i maviann uagmsamivaywieiesAnsansaduiuaudiu

Oversee and o S0 0 ~ A
Govern anutlasanemalaues ldeanadidseaniam




TB-CERT Annual Report 2020

Thailand Banking Sector CERT (TB-CERT) The Thai Bankers’ Association

Y £
meld Categories 1N 7 AU NICE Framework 10138111 1UA Work Role 13%19% 1@ 52 work roles
9 < 2 { o o 0 1
M a14 33 Specialty Areas 1ag Work Role 9211 ugais uduidifnlun13111 NICE Framework 11/ 14 13731
9 J ) ] ' 4 T @ 1 ) dy A Y o
Tnsed31909Ans AU UINUVDIUADEDIANTISUANANNU LANITU 52 work roles uhl‘]JL"D'?J‘JJTENL"UTﬂTJ
9y A v A e 1% Yo Yo o A o d‘ Y o < o
’]J‘I/liJ'l‘i/]“Vi‘LH"I/Iﬂ'J'I?Ji‘UWﬂ"]fE)’U‘ﬂ’ENﬂﬂiulﬂﬂ?‘l’iuﬂvhﬁﬂ’iiﬂuﬂa'lﬂiﬂ‘I/INWLlLﬂEJ’J"lI’BQﬂTJﬂ’JnJlluﬂQ‘lla@ﬂﬂﬂ

Y
Gl\ilLGli%ﬂ‘]J‘]JiﬂTia\ﬁﬂ%UE\‘ﬁzﬂ‘]ﬁJQ‘Uﬂﬂﬁ

Categories and Specialty Areas

Securely

Provision
Categories (7)
A high-level grouping of common cybersecurity functions Operate and Oderses

Maintain and Govern
Specialty Areas (33)
Distinct areas of cybersecurity work
Anal

Work Roles (52) oy
A collection of defined knowledge, skills, abilities All Source

and tasks that make up a cybersecurity role P"l’)':"e‘":“d Analysis

Cyber Defense
Analyst

p Explotation
Collect and Analysis

Operate

Cyber Defense

Infrastructure language

. Analysis
Investigate

Incident

oy Targets

Vuinerability
Assersment and
Management

Threat Analysis

il

{ v o
gl/ﬁ 3 uamd IaseaduazA WL Ve Categories, Specialty Areas

{ v 0 J
910 Tnsead19dpyaves NICE Framework N 1dna1au1919du awrsmimidszgnd14luns
o A o < 9 v 9 =
ponuuuHangasiionauIyaa1nsuazdunuInansunudunieauini ludisedn

. [ z:‘ zg @ 1 o ] 2 9 z:‘ v A [ A .
Cybersecurltyﬁﬂulﬂ Tuntlvesnalod19d WL RINUINTVUBDNYNNATY 150 Incident Responder

A Y o d? A o ] . 2K o 1 Ao o Y

e liiiummdanuiu awgin 4 @umia Incident Responder Fuiludumisnuindinnlunissanis

) o [ =1 I A Y Ao & Y A o o v A @

guanuualasasumaTuTadasauna vaziludnumnnuinnnsuiludesidrnsumssuiiess
< ~ Y A & Yo o ' v v .

lapues Tasfiununyinn (Work Role) %4 NICE lafnua Work Role ana1d 13meld Specialty Area

f1® Incident Responder (CIR) 1182 Threat Analysis (TWA) a1ud191 Tag NICE 1ainisiyon Tearuage

£

v v
magamﬂmmmg"mmmmm (KSA) Wiousiaseazdeonny (Task) 1151 Specialty Area 1o 13

4 A Y o @ Y = 1 o 9
a1 LW'E]GlﬂﬁWN'IiE‘IUTUL‘]J'N\H!WL!W?‘N‘Lﬂl‘lﬂﬁ'lﬂi@nllﬂ'ﬂll@l'ﬁ)\iﬂ'li‘]ﬂi]ZLLﬁﬂ@nQﬂuVlﬂWNJIﬂi\iﬁi'l\?l,!'ﬁz

Y A ' I
UNUINUAUINUDULAASDIANT




TB-CERT Annual Report 2020

Thailand Banking Sector CERT (TB-CERT) The Thai Bankers’ Association

Job Title Specialty Area Work Role K+S+A+T

Category : Protect and Defend |, O Cyber Defense Incident —+ soon| - soom|

Q Incident Response (CIR) ~ Responder ﬁ
\n.. T-NN\-I:. nm—p’::- Tirihi \.
Incident < " A S
Responder
: L . -;um-_. wuu_.- D013 ._I
| O Threat Avalysis (TWA) |~ 0 "eeat/Waming Analyst ~< DD

\. Tos6e| TOGE3L  TO5E4

7171 4 206 19F WY Tncident Responder uazunymmingiau

1 & { < S o o 4 1 1
9614 150A 10113182 NICE Framework 1a#inssiiaaiiu Revision 1 1ive 19 Framework in11adiedu
v v A

Tagvziiu 'l Knowledge naz skill 392151 T 14 lumssivuailonimswanianuianuaiuise

v 4 { % I A { ] o @
TuvaziRernunazideu Tosknowledge waz Skill 1N Task Fuilud@eaninirsnuauisoirllgniy

.. .. y & X . Ay ya o ] A qu .

Position Description 19 1141 11 Revision 1 1 143in15111181 Competency tiunie 15lun1ssielunis
Ysziiuanundonlumsini a1y Task 91U 50 Work Role 7 l@5uiilotieuny Position Description 1

J o {
peAnstvuald awgin 5

Position
Description

Competency coo Cump@

Task_ | Task |

Task | Task |
Task Task
a B ad B

=
/\ / 11
b Knowledge . Knowledge | |
/skill" ee | 5& B Al

= o 4 9y o o 4 o . o IR
gl/‘Vl S uaadmsune1 Competency wuie lievansamsarir li¥en lev fu Position Description 1389



TB-CERT Annual Report 2020

Thailand Banking Sector CERT (TB-CERT) The Thai Bankers’ Association

2 o < .. y o >
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NICE competencies

Technical Operational

Vulnerabilities Assessment
Infrastructure Design

Information Systems /
Network Security

Threat Analysis
Data Management
Information Assurance

Computer Network
Defense

Risk Management

Legal, Government and
Jurisprudence

‘ Organizational Awareness
|
[
[
[

Data Privacy and
Protection

Contracting / Procurement
Business Continuity

Third Party Oversight /
‘ Acquisition Management

Professional

Critical Thinking
Interpersonal Skills
Presenting Effectively
Written Communication
Oral Communication
Conflict Management

Leadership

Teaching Others
Strategic Planning
Workforce Management
Project Management

Not all inclusive. Above are a sampling of the most leveraged competencies based on
mapping each of the KSAs from the NICE Framework.
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